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Abstract: 

This article  aims to deliver a method to engineer a Global Surveillance System. The system consists of a Tank Robot and a 

Quadrotor, which can work independently as well as in synchronization. This system features an autonomous (trajectory 

programmed ) or manual (R.F. controlled) Quadrotor and an autonomous or IoT controlled Tank Robot with live video 

streaming and thermal imaging based object contour detection. The ground vehicle is controlled through a local hotspot or 

internet and live video streaming is used to check its vicinity. Th is  vehicle can be controlled from a laptop or a smartphone 

connected to the respective network. The Quadrotor and Tank Robot combine together to give a complete surveillance (aerial 

+ ground) of an area. The system can be extremely useful in case of catastrophic events likes Natural Disasters, Terrorist 

Attacks, Riots, etc. for casualties, security and mob control.  
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I.  INTRODUCTIO N  

The past few years have witnessed a large scale increase in 

the video and camera technologies used for security, 

entertainment and many other fields. However, the utility and 

scope of the traditional cameras for security and surveillance 

is qualified by the fixed and rigid nature of the cameras. 

Engineering is a field which has the potential to create 

devices that can be useful to human beings. Thus, the 

efficacy of these security and surveillance systems can be 

enhanced by incorporating robotic systems which can satisfy 

many criteria of performance. 

Security has been a matter of concern in the recent years. The 

current military model exp loits human forces to combat 

threats. This results in loss of human life which cannot be 

compensated. As terror and criminal activities have shown a 

rising trend in several parts of the world, it becomes 

necessary to come up with a solution to safeguard human life. 

Along with hostile situations , natural calamities also require 

human intervention for disaster management.  

Hence, the idea is to come up with a robotic system which 

provides aerial as well as ground surveillance which can be 

used to handle such critical situations. Quadrotors 

incorporated with live video streaming turn out to be an 

efficient way to provide aerial surveillance. An IoT 

controlled ground tank robot can be built to provide ground 

surveillance. The advantage of Internet based control is that 

the robot can be maneuvered from any part of the world. A 

thermal imaging system can be built on the robot to provide 

estimates regarding objects, in low light conditions such as 

hostage situations. Although such a control can be extended 

to a Quadrotor, it is wise to establish the control manually for 

safety concerns.  

In this article we try to engineer a prototype of such a system. 

In addition, we also develop a controller which can be used to 

program circuit or node-to-node trajectories to maneuver the 

Quadrotor autonomously. Using Image Processing algorithms 

we have implemented a thermal camera on the ground robot 

to provide a structure of the object it senses, so that 

appropriate action can be taken. 

 

II.   METHODO LOGY 

A. Quadrotor  

The Quadrotor consists of 4 Brushless D.C. Motors 

(A2212/13T 1000 KV) powered through their respective 

Electronic Speed Controllers  (ESC) (30A). The power 

distribution layout from the 11.1V Lithium Polymer Battery  

(3S1P 20C 2200 mAh) is etched on the Quadrotor frame. 

The entire assembly is controlled by a K.K. 2.1 Controller 

(ATMEGA 644PU) with embedded MPU 6050, 

accelerometer and gyroscope sensors. The Quadrotor is 

maneuvered through a Wireless Transmitter Receiver 

Remote Flysky FS- CT6B (6 channel 2.4 GHz). Due to 

embedded sensors in the controller board, the orientation of 

the Quadrotor can be changed for maneuvering with the help 

of self-levelling feedback from these sensors to the 

microcontroller. Further, it is also possible to program the 

Quadrotor’s flight path as a single circuit or as a node-to-

node traversal. The current specifications of the Quadrotor 

provide a flight time of about 7 – 10 minutes. It can be made 

to stabilize using its autopilot command as well as move in a 

specific direction. In a v igilance system, it can be used to 

navigate to the region of alarm. Thus, the Quadrotor can be 

used for local air surveillance. 

 

B. Tank Robot 

The tank robot can provide local as well as global ground 

surveillance. Even though the concept of global connectivity 

can be extended to Quadrotors, due to safety concerns, it is 

preferred to have a local control over the Quadrotor. The 

Tank Robot (Figure 1 & 2) is controlled using an ESP8266 

connected to the I.P. address of the Controller interfaced  

using Arduino Uno [1]. Here the ESP8266 acts as a network 

hotspot between the Robot’s  Control circuit and the 

Controller’s  remote. The Robot consists of a non-real time 

Thermal Imaging System which provides in formation about 
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the surrounding in low light conditions. This is used to 

identify living bodies by capturing the heat radiated from 

them and transforming it into a high contrast image. Object  

identification is done by looking at the contour plotted by 

the imaging system. 

 

                      
FIGURE 1 

TANK ROBOT SIDE VIEW  

 

                      
FIGURE 2 

TANK ROBOT FRONT VIEW  

 

C. Thermal Camera 

The thermal camera consists of a heat sensing device. The 

heat sensing is achieved by IC MLX90614 sensor. This 

sensor is mounted on a frame which is built using tilt 

brackets controlled by two servo motors. The motors are 

attached in a way that the IC traverses  to capture as much 

area possible. One of the servos that makes the base of the 

frame is used to rotate the sensor by angle  in the 

horizontal while the servo mounted at the center of the frame 

is used to obtain rotation of angle  in the vertical plane. 

These servos are oriented orthogonal to each other so that 

the sensor can be translated in 3D space.  

The data from the sensor is serially obtained into an image 

processing environment and is converted into a 2D matrix to  

obtain an image [2] [3] [4]. The image is then thresholded to 

obtain the shape of the object. Object identification can be 

done manually at this stage or the thresholded image [5] can  

be subjected to a pattern recognition system trained to 

identify objects based on their shapes and contours. 

Synchronization is established between serial data transfer 

and the processing environment to obtain real-t ime scanning.  

This form of thermal imaging (Figure 3 & 4) can be 

extremely useful when the robot operates in low light 

conditions. Although the scanning obtained is real-time, it  

takes a fixed number of vert ical and horizontal traversals to 

obtain a complete image of the area being scanned. Such a 

system will thus help give the controller an idea of the 

whereabouts of the robot and help to detect any human 

presence in the vicinity. Its  utility can be emphasized in 

disaster management or spying. 

 

            
FIGURE 3 

THERMAL IMAGING OF OBSTACLE 

 

             
FIGURE 4 

STRUCTURE OF OBSTACLE 

 

 

D. Live Video Streaming 

This feature takes the help of an application viz. IP Webcam 

connected to the same network as its host. By configuring  

the I.P. addresses of the host and the receiver appropriately, 

the video captured by the device via. IP Webcam can be 

streamed on the host using a laptop or a smartphone. This 

concept can be generalized to transport data through 

different networks for v ideo streaming across the internet 

using IP Protocols. 

 

E. Multi-processor  Sychronization 

The algorithm for autonomous control of the Quadrotor 

requires constant calculation of its  tilt angle and altitude. 

These values need to be processed and corresponding control 

signals need to be given to the main controller board, which  

hosts the controlling processor of the Quadrotor. In order to 

achieve this, the project uses two Arduino Uno in a master 

slave configuration. 

      One of the Arduinos (slave) is used to calculate the 

values of tilt angle and altitude. It uses BMP085 IC for 

altitude measurement [6] and gyroscope IC MPU6050 to 

obtain raw-values for t ilt angle calculation [7] [8]. The tilt  

angle is calculated using a combination of an accelerometer 

and a gyroscope to obtain better precision. A complimentary  

filter combination is used for this purpose. The data obtained 

from gyroscope and accelerometer is passed through these 

complimentary filters from which the tilt angle is calculated. 

It is then sent to the (master) Arduino [9] for generation of 
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appropriate control signals for Quadrotor maneuvering. 

Complimentary filters operate by real-time integration of 

raw values obtained from gyroscope and accelerometer. 

Hence it is necessary to allocate a different processor 

dedicated for this computation, which d ictates the need of a 

master-slave configuration.  

 

III. IMPLEMENTATION ALGORITHMS  

A. Quadrotor 

1. Setup the controller board for a fly ing orientation of 

your choice. 

2. Calibrate the accelerometer fo r self-stabilisation. 

3. Program the microcontroller (master) with a 

specific trajectory if required or configure the RC Remote 

with appropriate reception channels. 

4. Plug in the ESCs and reception channels on the 

K.K. 2.1 flight controller. 

5. Trajectory programmed may be a circu it or a node-

to-node traversal. 

 

B. IoT based Ground Robot Control 

1. Program the ESP8266 Module using CP2102 for 

configuration of the SSID and password for the local hotspot 

or an appropriate network. 

2. Connect the ESP 8266 module to the 

microcontroller for Serial Communication.  

3. Route the data received from its  serial port to 

perform the necessary action. 

 

C. Thermal Camera 

1. Interface the heat sensor MLX90614 with a  

microcontroller and setup serial control with an image 

processing environment. 

2. Traverse the heat sensor using servos which host 

the tilt brackets, controlled through a microcontroller. 

3. Process the serial data received from the sensor 

using image processing algorithms to obtain object shape 

and contour. 

4. Make sure that the image formation in the 

environment is synchronized with the microcontroller which  

is responsible to traverse the servo motors. 

 

D. Live Video Streaming 

1. Configure and connect the IP Webcam installed  

device to a particular network. 

2. Make sure that the host’s laptop or smartphone is 

connected to the same network.  

3. Use the I.P. address returned by the application in  

the host browser. 

 

IV. QUADRO TO R DYNAMICS 

 

The free body diagrams (Figure 5 & 6) demonstrate the 

forces in a Quadrotor in mot ion. These forces can be 

resolved along the horizontal and vertical directions  

considering an orthogonal frame of reference attached to this 

paper (length-breadth). By varying the rotor RPMs 

appropriately, the Quadrotor can be rotated by a calculated 

tilt-angle and hence can be made to move in horizontal or 

vertical d irection as required. 

 

 
FIGURE 5 

FREE BODY DIAGRAM OF QUADROTOR [10] 

 

 
FIGURE 6 

FREE BODY DIAGRAM OF QUADROTOR [10] 

 

The thrust given by each of the motor in a Quadrotor is given 

in the equations below. Thus, the total thrust obtained from 

all the 4 rotors  is four times the value obtained in the 

following equation for one rotor. 

      As seen, the thrust depends upon the pitch, propeller size 

and the RPM of the motors. The pitch and propeller size 

being constant for a Quadrotor, the motor speed can be 

varied in order to achieve a particu lar thrust. 

 
FIGURE 7 

EQUATIONS FOR THE QUADROTOR [11] 

 

The equation is of the form: F = aR
2
 + bR where, R is the 

RPM of the motors. So, the value of R can be calculated by 

solving the above quadratic equation for any value of F. 

 

A.  Vertical Motion 

Since the Quadrotor is placed horizontally, the total thrust 

generated will act along the vertical direction, causing only 

the vertical motion of the Quadrotor considering all rotors to 

have the same RPM. To lift the Quadrotor upwards, the total 

thrust should overcome the downward force Mg, (M = 

Quadrotor mass, g = Local acceleration due to gravity 

constant) i.e. the weight of the Quadrotor. So the Quadrotor 

takes off as soon as the total thrust exceeds the weight of the 

Quadrotor. This is achieved by increasing the RPM values of 

the motors. 
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4F = Mg      (3) 

      So, the RPM value satisfying this equation is the 

minimum RPM required to lift the Quadrotor, or can be 

called as the threshold RPM. The climb leg and the down leg  

are designed using this method. To land the Quadrotor, the 

thrust is slightly reduced below the threshold value. 

To take the Quadrotor to a desired height and then maintain  

that height, an error function is used given by, 

 

F = (Altcruise  - Altcurrent)*Rate + Mg      (4) 

 

Now, to lift the quadrotor, a force of error*rate is added into 

the threshold value. The error will go on decreasing as the 

current altitude will tend toward the cruise altitude. When 

the Quadrotor will reach the desired cruise altitude, the error 

becomes zero and thus the thrust equals Mg to maintain the 

Quadrotor at the cruise altitude. 

Due to inertia, the Quadrotor will continue to go upwards 

after reaching the cruise alt itude. In this case, the error 

becomes negative and the force will be less than Mg, thus 

taking the Quadrotor downwards. Similar action will take 

place in the downward direction also, causing the Quadrotor 

to oscillate about the cruise altitude. In this project, the 

Quadrotor is said to have reached at the cruise altitude if it 

stays at the cruise altitude for 2 seconds or more.  

Similar algorithm is used to descend the Quadrotor during 

the down leg. 

 

F = (Altground  - Altcurrent)*Rate + Mg      (5) 

 

The ground altitude being less that the flying altitude, the 

error is negative and hence the force goes below Mg and 

hence the Quadrotor will start to descend. This continues till 

it reaches a particular height, after which the error is made 

zero so that the thrust now equals the Quadrotor’s Mg value. 

The Quadrotor will continue to descend till it reaches  the 

ground due to inertia. 

 

B.  Horizontal Motion 

Once the Quadrotor is tilted, the thrust can be resolved along 

the horizontal and vertical direction, to get a horizontal force 

which will result in moving the Quadrotor in the horizontal 

direction. To tilt the Quadrotor, the speed of two adjacent 

motors needs to be increased while that of the other two 

motors should be decreased proportionately. To stabilize the 

Quadrotor, the vertical components of the force should 

balance the weight. So, 

 

2F1cos + 2F2cos = Mg      (6) 

 The horizontal components  should provide the force 

required to move the Quadrotor in its desired direction. 

Thus, 

 

2F1sin + 2F2sin = Ma      (7) 

 

 The acceleration is calculated using kinematic equations, 

depending upon the desired distance to be travelled and the 

time required to travel the required distance. Since the mass 

acceleration and the tilt angle is known, the value of F1 and  

F2 can be found using the above equations. The RPM value 

corresponding to F1 and F2 can be then calculated from the 

thrust equation. 

It can be seen from the free body diagram that the Quadrotor 

should be tilted in the direction of the motion. Thus, the 

RPM of the motors in the direction of motion must be 

reduced while that on the rare side should be increased. The 

value of the tilt angle will be one of the factors contributing 

to the rate at which the Quadrotor will move. In this project, 

the angle is taken to be 30
o
.  

This method is implemented in the remaining four legs, viz., 

right leg, forward leg, left leg, and reverse leg. After 

complet ion of one leg, the climb leg is again in itiated in  

order to get the Quadrotor back to the cruise altitude. After 

which the next leg can be init iated. 

 

V.   CO NCLUSION 

A prototype of the proposed Surveillance System with a 

Quadrotor and a Ground Robot vehicle for surveillance was 

engineered successfully. Image Processing based object 

detection was implemented. A K.K. 2.1 board was used to 

control the Quadrotor, as also the altitude sensors for the 

detection of required height were incorporated in the 

assembly. Live streaming was obtained using IP webcam 

application. A smart-phone was used as the camera in the 

prototype model. 

This vigilance system can be of great use in disaster 

management, security and other catastrophic events. It can 

also be used to carry our regulatory city surveillance to keep 

a check on crime. It can be of a great importance in hostage 

situations and riots.  

 

VI. FUTURE SCOPES 

The Surveillance System in this article engineers independent 

Ground and Aerial operations. These operations are 

controlled by 2 different controllers. However, this can be 

automated using GPS where both the vehicles share their 

GPS co-ord inates to work in synchronization. The GPS 

system can be designed to provide a call to either of 

Quadrotor or Ground Vehicle from the other when a target is 

found and/or out of its scope. Such an application will be 

useful in chasing targets. An automatic human and 

ammunit ion detection system can be implemented using 

Machine Learning algorithms which will input the image 

obtained from the live stream or thermal camera and predict 

the nature of obstacle. Such an intelligent system will be 

extremely useful in hostile situations.  
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